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I![DICTMENT

]NTRODUCTION

1. At, all t j-mes material to this fndictment, the

university of Pittsburgh tlebical center (hereaf t,er "upMC" )

headquart.ered in Plt,tsburgh, pennsylvania, was a $10 billion

integrated g1oba1 nonprofit, healt,h care enterprise with more

t,han 62,OOO employees, 2l hospitals and 4OO clinical locations

including outpaElent sit,es and doctors' of f j.ces, a 2.3 million-

member health insurance divlsion, 4s we1] as commercial and

international ventures in Europe and China, and other

international locations.

2. At all times material to this Indictment, UPMC

maintained elect.ronlc database of sensitive employee

information (hereafter "daLabase" ) on its computer servers,

which database contained personal information for each employee,

including the name, date of birth, soe j-a1 securj-ty number,

marriage status, salary and employment j.nformation for present

and former employees, including Form W-2 data and tax

wiLhholding information.



3. At all t,imes material Eo t.his fndictment, the database

was accessible only by authorized personnel wit.h appropriate

passwords.

4. In .fanuary and February , 2014, the UPMC database was

"hacked" during which the unlawful intruders viewed the

sensitive employee information described above and extracted

sensit,ive employee information belonging to thousands of

individual employees and former employees of UPMC.

5 . Between approximately ,January 31 , 2014 and March 6 ,

2014, Lhe fnt,ernal Revenue Service identified approximately 935

unauthorized, fraudulently filed 20L3 federal Form 1040, l-040A,

and L040EZ electronic tax returns (hereafter "Returns" ) in the

names of present and former UPMC employees, which contaj-ned

personally identifying information about, t,he employees such as

their name, address, social securiEy number, occupat,ion and wage

withholding information.

6. Many of t.he Ret,urns were f alsif ied wit,h wit.hholdings

in excess of the federal tax due, and other false staLements,

generat,ing a federal tax refund amount, and Lherefore, a claim

for a fraudulent tax refund (hereafter, "Refund" ) .

7. The total amount, of Refunds claimed for all of the

false Ret.urns totaled approximately $2,205,925. OO.

Approximately #L,475,593.00 of the total amount claimed was paid

by the U.S. Treasury in Ehe form of unlawful t.ax Refunds.



B. At all t.imes material heret.o, t.he Ret,urns were f iled

electronically usJ-ng the fee based electronic software "Turbo

Tax. " For the vast majority of the Turbo Tax user accounts

connected with the frauduLent Returns, emaj-I accounts were used

as an instrumentality to conceal the identity of the account,

holder.

9. At all times materj-aI hereEo, a significant number of

the false Returns were filed elect,ronically from computer

devices located in the Western District of Pennsylvanj-a, and

used proxy IP addresses in Lhe Western District of Pennsylvania,

which created t.he deceptive appearance that, the Returns were

legitimately filed on behalf of UPMC employee resldent.s in

West,ern Pennsylvania.

10. At all times material hereto, the Returns requested

that tax refunds for 932 fraudulent Returns be issued in the

form of Amazon.com glft card redemption codes (hereaft,er

"redemption codes") instead of electronic deposits or U.S.

Treasury checks, which redempt,ion codes were used exclusively

for the purchase of merchandise aL Amazon.com.

11. Between February 27 , 201,4 and March 1-4, 20:..4,

approximately $885,578 in Amazon.com merchandise was ordered

using the fraudulently obtained redempEion codes, with

instructions for delivery of the merchandj-se to "reshlppers" in

Mlami, Florida.



1-2. At all times material hereto, the 'reshippers' in

Miami, Florida, received instructions to ship the Amazon.com

merchandise to desEinat.ions in Maracay or Maracaibo, Venezuela.



COUNT ONE

The grand jury charges:

13. The United Stat,es incorporaLes by ref erence herein t,he

allegations set forth in paragraphs l-12, a.s though set forth at

length more fu11y herein.

THE CONSPTRACY AND ITS OB,JECTS

L4. From in and around ,January , 20t4, and continuing

thereaft.er unEil in and around April , 20:-4, in Ehe Western

District, of Pennsylvania and elsewhere, the defendant,, YOAIIDY

PEREZ LLANES, and conspiraEors known to the grand jury as either

"conspiraLor one, " "conspirator two", and "conspirator Ehree",

and conspirators unknown to the grand jury (aI1 collectively

hereafter known as "conspirators" ) , knowingly and wi1Ifu11y did

conspire, combine, confederate and agree together to defraud the

United Stat,es of America, and speciflcally, t,he Internal Revenue

Service, dn agency of the United States of Amerj-ca, as follows:

MANNER AND MEANS OF THE CONSPIRACY

L5. It was a part, of t,he consplracy that the def endant and

the conspiraEors agreed to purchase or unlawfully obLain a large

number of names and means of identlflcation from the data breach

at UPMC described in paragraph 4 above, including w-2 wage

information of employees of UPMC, for the purpose of filing

f alse 201-3 f ederal i-ncome tax Returns, and to collect

unauthorlzed tax Refunds.



16. Tt was further a part of the conspiracy that, the

Returns were falsified with Lhe personal identifiers and means

of identificatj-on of employees of UPMC Healt.h System in West,ern

Pennsylvania (hereafter "victims"), including names, social

security numbers, W-2 wage and withholding information and false

st.atements so as to generate a tax refund.

i..7. IL was further a part of the conspiracy that, the

defendant, YOANDY PEREZ LLANES, and the conspj-rators, registered

fict.it.ious email addresses at. anon)rmous email service providers

such as a hushmail. com and saf e-maiI. net f or t.he purpose of

filing the false Returns through Turbo Tax.

18. It was further a part of the conspi-racy that the

defendant, YOANDY PEREZ LLANES, and the conspirators then caused

the filing of 935 false 2013 federal income tax Returns as

descrlbed ln paragraph 9 in the names of the victims from proxy

computers, some of which were located in t,he West,ern District of

Pennsylvania, so as Eo deceive the IRS into believing t.he

Returns were submitted from resident.s in Western Pennsylvania.

L9. It. was further a part of the consplracy that t,he

defendant, YOANDY PEREZ LLANES, and the conspirators made

elections through Turbo Tax to issue an unlawful tax Refunds in

the form of the Amazon.com redemption codes to be communicated

to the fictltious email addresses.

20. It was further a part of the conspiracy that the

defendant, YOAIiDY PEREZ LLANES, and the conspirators registered



email addresses at. hushmail.com or safe-mail.net for the purpose

of ordering merchandlse aL Amazon.com using Ehe redemption

codes.

21-. It. was furt,her a part of t.he conspiracy that the

defendant,, YOAI{DY PEREZ LLANES, and the conspirators then used

the hushmail.com or safe-maiI.net, email addresses in their names

and creat,ed cusLomer accounts at Amazon.com, and purchased "high

end" elect.ronic merchandise at. Amazon.com such as Galaxy IV celI

phones, Apple iPhones, HP laptop compuEers, t,ablets, gaming

devlces, or other goods at Amazon.com with the redemption codes.

22. It was further a part of the conspiracy that the

defendant, YOANDY PEREZ LLANES, and Ehe conspirators regisLered

shipping accounts at reshipping service companJ-es in Miami,

Florida, known to t,he grand jury as "M.C.E." , ",J&,J" and others

(hereinaf ter "reshippers" ) (not conspi-rators herein) , for the

purpose of reshipping the fraudulently obt.ained Amazon.com

merchandi-se.

23. It was further a part of the conspiracy that the

defendant, YOANDY PEREZ LLANES, and the conspirators caused Ehe

fraudulently obt,ained merchandise to be sent by the reshippers

in Miami by air freight, to destinations in Venezuela such as

Maracay and Maracaibo.

24. It was further a part of the conspj-racy that the

defendant, YOANDY PEREZ LLANES, and the conspj-rators redirected

shipments of the Amazon.com merchandise which arrived in



Maracay, Venezuela, to a person known to the grand jury

"conspirator one" at his business in Maracay, which ls known

the grand jury as "A.A.S."

25. It uras further a part of the conspiracy that the

defendant., YOAIIDY PEREZ LLANES, and the conspirators also

redirected some shlpments of the Amazon.com merchandlse from

"A.A.S." to "drop" locations in Maracay such as the parking Iot.

of t,he shopping mal1 "CC Las Americas" or the parking 1ot, of a

hotel in Maracay known to the grand jury as the ,'H.M."

26. ft was further a part. of the conspiracy that. the

defendant, YOANDY PEREZ LLANES, and the conspirators then either

distributed, t.rafficked-in, or sold the Amazon.com merchandise

through online merchants or auction websites, ot kept them for

personal use.

OVERT ACTS

27. In furtherance of the conspiracy, and to effect the

obj ects of the consp j-racy, the def endant, YOAIIDY PEREZ LLANES,

and the conspj-rators, did commit and cause to be committed, the

following overt act,s, among others, in the Western District, of

Pennsylvanj-a and elsewhere :

(a ) Between ,January 3 1 , 20t.4 and March 6 , 20L4 ,

conspirators filed approxlmately 1-99 false elect.ronic 20l-3

federal income tax Returns using proxy computers though Turbo

Tax in the names of the vi-ctims from locations in Western

Pennsylvania;

as

to



(b) On or about. February 27 , 20L4, "conspirator two,,

registered a safe-mai1.net cusEomer accounL at Amazon.com and

placed fraudulent orders of Amazon.com merchandise uslng

redemption codes obtained from the false Refunds;

(c) On or about February 27 , 201.4, February 28, 20L4,

March !, 2014, and March 3, 20]-4, electronic merchandise was

purchased with redemption codes through the "conspirator two,,

Amazon.com account for shipment to reshj-ppers in Miami, Florida;

(d) On or about, March 4, 20L4, "conspj-rator one',

registered a safe-mai1.net, cusLomer account aE Amazon.com and

placed fraudulent orders of Amazon.com merchandise using

redemption codes obLained from t,he false Refunds;

(e) On or about March 4, 20L4 and March 5, 20L4,

mu1t,ip1e orders for electronlc merchandise were purchased with

redemption codes Ehrough the "conspirator orle" Amazon.com

account for shipment, t,o reshippers in Mlami, Florida;

(f) On or about March 12, 20]-4, the defendant,, YOANDY

PEREZ LLANES, registered a Google email account at Amazon.com

styled as "tecnomax255@gmail.com" for the purpose of laundering

the Amazon. com merchandj-se;

(g) On or about March !2, 201-4, 3 separate orders for

electronic merchandise were purchased with redemption codes

through Ehe "tecnomax256@gmai1.com" Amazon.com account for

shipment to reshj-ppers in Miami, Florida;



(h) On or about March 27, 201-4 and April !, 20t4, the

defendant, YOANDY PEREZ LI,ANES, personally signed for and

accepted delivery of Amazon.com electronic merchandise ordered

in t,he names of the conspirators "one" and "two"; and

(i) On or about March 19, 20t4, March 2]-, 20t4, Aprl-I

4, 20L4, and April 8, 2014, "collspirator Ehree" personally

slgned the name 'Manuel' and accepted delivery of Amazon.com

merchandlse at either the 'H.M.' or the 'C.C. Las Americas"

parking }ot.

fn violation of Tit.Ie 18, Unit,ed States Code, Section 37L.

10



COUNTS TWO THROUGH STXTEEN

The grand jury further charges:

28. The Unit,ed St.ates incorporates by ref erence t.he

allegations set for the in paragraphs 3- through 27, as though

set, forth at length more ful1y herein

29. Beginning in and around January, 2A14, and continuing

thereaft,er until in and around April, 20L4, in the Western

Dist.rict. of Pennsylvania and elsewhere, t.he def endant, YOANDY

PEREZ LLANES, devised and intended to devise a scheme and

art.ifice to defraud and for obtaining money and property by

means of false and fraudulent pretenses, representatj-ons and

promises, welL knowing at the time that the pretenses,

representations and promises were false and fraudulent when

made.

30. It was part of the scheme and artlfice to defraud that

defendant, YOANDY PEREZ LLANES, and the conspirators determined

to use, and did use, the means of identificatj-on of victim

employees of UPMC and electronically filed false 20L3 federal

j-ncome tax returns 1n which t,he defendant, YOAI{DY PEREZ LLANES,

and the conspj-rators "one", "two" and "t,hree" claimed f ederal

tax Refunds, a's described more fu11y in Count One of the

Indictment.

3L. It. was furt.her a part of the scheme and artif j-ce to

def raud t.hat, def endant, YOAIIDY PEREZ LLANES, and the

conspirat.ors used muIt,ipIe, anonymous hushmail. com and saf e-

L1



mail.net email addresses for t,he purpose of concealing their

identities and locatj-on, in order to file false Returns, and to

order and ship fraudulent obtained Amazon.com merchandise.

32. ft was further a part of the scheme and artifice to

defraud that. defendant, YOAIIDY PEREZ LLANES, and the

conspirators created and filed false Forms L040, L04OA, and

TO 1EZ 201-3 f ederal Returns which cont.ained the means of

identif icat.ion of the victims.

33. It was further a part of the scheme and artifice to

defraud that defendant, YOANDY PEREZ LLANES, and the

conspirators falsified the Returns so as to create an

unauthorized federal tax refund in the form of Amazon.com gift

card redempt j-on codes.

34. It was further a part of the scheme and artifice to

defraud that, defendant, YOANDY PEREZ LLANES, and the

conspirators used the redemption codes and purchased electronic

merchandise from Amazon.com for himself, and other conspirators,

which merchandise was shipped from the United States to

reshippers in Miami, Florida, and then to locat.ions in Maracay

and Maracaibo, Venezuela.

35. On or about the following dates set forth be1ow, in

the WesEern District of Pennsylvanj-a and elsewhere, the

defendant., YOANDY PEREZ LLANES, for the purpose of executing and

at.t.empting to execuLe, the af oresaid scheme and artif j-ce to

def raud, caused to be transmitted in int.erst,ate commerce, by

t2



means of a wire communicat j-on, certain signs, s j-gnaIs, or

sounds, that is, on the dates set fort,h below, Lhe defendant,

YOANDY PEREZ LLANES, filed false 20t3 federal income Eax Returns

ln t.he names of the vi-ct j-ms which originated in the Western

Dist.rict of Pennsylvania, and were submiLted to the Internal

Revenue Service (outside of the state of Pennsylvania), each

such electronic filing being a separate count herein;

In viol-ation of Title 18, United States Code, Sections L343

and 2.

COUNT DATE VICTIM INTTIALS REFLIND CI,ATMED

2 2/6/t4 R. P. #6 ,567
3 2/7 /L4 ,J. R. O. $6 , osz
4 2/7 /t4 K.M.B. $5 ,575
5 2/7 /14 L. L. R. $3, 897
6 2/7/t4 L.S. #6,574
7 2 /7 /t4 M. 'J. H. S4 ,647
8 2/7 /1,4 K. M. $5,575
9 2/7 /t4 G. M. $4, 055

L0 2/e/L4 R.D. $5 ,222
11 2/8/14 C. F.A. #6 ,944
L2 2/8/t4 J. M. G. #7 ,074
13 2/L2/t4 L.A.D. i3 ,284
L4 2/25/L4 A. E. B. $1,585
l-5 3/3/14 J. J. G. $3,830
16 4/8/L4 D. S. S. #6 ,577
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COUNT SEVENTEEN

The grand jury further charges:

36. The United SEates incorporat,es by reference the

allegations set forth i-n paragraphs 1-35, ES though set forth at

lengt,h more fu1ly herein.

37 . Beginning in and around ,January , 201-4, and continuing

thereafter until in and around April, 2O!4, in the Western

District of Pennsylvania and elsewhere, t.he defendant, YOANDY

PEREZ LLANES, and t,he conspirators, dj-d knowingly, intentionally

and unlawfully conspire together and with each other, and with

persons both known and unknown to the grand jury, to commit

certain offenses agalnst the United States, that is:

a. To knowingly conduct, and attempL to conduct,

financial transactions involving propert,y representing Lhe

proceeds of a specified unlawful acEiviEy, Ehat, is, wire fraud,

in vj-olation of Title 18, United States Code, SecEion 1343,

knowing that the transacLlons were designed, in whole or in

part, to conceal and disguise either t,he nature, locati-on,

source, ownership and control of the proceeds of the specified

unlawful acEivity,' in violation of Tit,Ie 18, United StaEes Code,

Section L9s5 (a) (1) (B) (i) .

Manner and Means of the Conspiracy

38. It was the object of the money laundering conspJ-racy

that the defendant, YOANDY PEREZ LLANES, and the conspirators,

as described more fully in Counts 1 and 2, filed false

L4



electronic, federal income tax Returns using proxy computers

located in the western District of pennsylvania, and in said

Returns Lhey requested that the proceeds of the fraudulent tax

Returns be transferred to purchase Amazon gift redemption codes

to disguise t,he nature, location, source and control of Lhe

proceeds of the fraudulent tax returns scheme.

39. It. was further a part of the conspiracy that the

defendant, YoAr{DY PEREZ LLANES, and the conspirators applied the

federal tax Refund proceeds converted j-nto Amazon.com gift. card

redempti-on codes t,o Amazon accounts under their cont.rol to

purchase electronic merchandise at Amazon. com.

40. It was further a part of the conspiracy t,hat the

defendant., YOANDY PEREZ LLANES, and the conspirators then

registered Amazon.com customer accounts uslng anonymous

hushmail.com and safe-mail.net email addresses, and then used

the Amazon.com redemption code proceeds t,o purchase electronic

merchandise at Amazon. com.

4l-.. It was further a part, of the conspiracy that the

defendant, YOANDY PEREZ LLANES, and the conspirators Ehen used

proxy IP services, and the hushmail.com and safe-mail.net email

addresses to boEh purchase the Amazon.com merchandise, and to

communlcat.e with Amazon.com in order to disguise the ownership

and control of the proceeds.

42. It was further a part of the conspiracy thaL the

defendant, YOANDY PEREZ LLANES, and the consplraLors t,hen used

15



the anon)rmous email and proxy services to inst,ruct Amazon.com to

ship the merchandise to reshipping services in Miaml, Florida.

43. It was further a part of the conspiracy that the

defendant, YOAIIDY PEREZ LLANES, and the conspirators, then used

anon)rmous proxy and email servj-ces to instruct the reshlppers to

deliver the merchandise to locations in Maracay and Maracaibo,

Venezuela.

44. It was furt.her a part of the conspiracy that the

defendant, YOANDY PEREZ LLANES, and the conspirators, then

inst.ruct.ed the reshipping services to redirecE, the shipments to

"drop" locat.ions in Maracay and Maracaibo, such as a parking 1ot

at a shopping maII, or the parking 1ot of a hoteI, in order Lo

disguise the cont,rol and ownership of t.he proceeds of the false

tax return fraud scheme.

45. It was further a part of the conspiracy t.hat the

defendant, YOANDY PEREZ LLANES, and the conspirators then

trafficked in, dist,ributed and sold Ehe Amazon.com merchandise

to ot,her persons on online auctions f or money, in order to

further conceal the source, ownership and control of the

proceeds of Ehe false tax reEurn fraud scheme.

All in vlolation of Title 18, United States Code, Section

19s6 (h) .

l-5



COUNTS EIGHTEEN THROUGH TWENTY_ONE

The grand jury further charges:

46. On or about the dates set forth beIow, in the West.ern

District. of Pennsylvania, the defendant, YOANDY PEREZ LLANES,

during and in relation to the felony violat,ion of wire fraud, in

vlolation of Title 18, Unit,ed StaEes Code, SecEion 1343, and

money laundering conspiracy, in violation of Tit1e 18, United

States Code, Section 1956 (h) , did knowingly transfer, possess

and use, without. lawful authority, a means of identification of

another person, to wit, the defendant, YOANDY PEREZ LLANES,

possessed and used the social security numbers of real persons

known to the grand jury as set fort.h beIow, which social

security numbers the defendant, YOANDY PEREZ LLANES, used to

prepare and elecLronically file false 2013 Forms l-040, L040A,

and L040EZ federal income t,ax Returns which the defendant,

YOANDY PEREZ LI,ANES, transmitted, or caused to be transmitted,

to the fnternal Revenue Service, and claimed an unlawful tax

refund, each such use bej-ng a separate count herein:

In violation of Tltle

l-028A(a) (1) and 2.

18, United States Code, Sect j-ons

1,7

COUNT DATE VICTIM INITIALS SS (last 4 disits)
18 2/2s/14 A.E.B. 9]-49
19 2/8/t4 ,J. M. G. 03 04
20 3/3/L4 J. J. G. 4465
2t 2/7 /t4 L. L. R. 857 4



CRIMINAL FORFEITURE ALLEGATION

47. The United States hereby gives notice to the

def endant, YOAIIDY PEREZ LLAIIES, charged in Count l7 that, upon

his conviction of such offense, the government will seek

forfeiture in accordance with Title 18, United States Code,

Section 982, of all property involved in the offense of

conviction in violation of Tit1e 18, United SEaLes Code, Sectj-on

L956, or conspiracy to commit such offense, and all property

traceable to such property, including but not. limit,ed to, the

following:

MONEY \TUDGMENT

48. A sum of money equal to at least approximately

$1,459,944.00 in Unit.ed States currency for which the defendant

is jointly and severally liable wit,h any of the conspirators.

SPECIFIC PROPERTY

49. $695,3L3. OO in unredeemed gift cards which are

proceeds from the money laundering crime, which are currently

held by Amazon.com and/or Turbo Tax.

50. It any of the above-described forfeltable property, ds

a result of any act or omj.ssion of t.he def endant:

(a) cannot be locat,ed upon the exercise of due diligence;

(b) has been transferred or sold to, or deposited with, a

third party;

(c) has been placed beyond the jurisdiction of the court;

1_8



(d) has been substantially diminished in value i or

(e) has been commingled wiE,h other property which cannot

be divided without. difficulty; and

it is the intent of the United StaEes, pursuant to Title 18,

United States Code, Section 982 (b) , to seek forfeiture of any

other property of such defendants up Eo the value of the

forfeitable property described ln this forfeiture allegation.

Foreperson

. HICKTON
States Attorney

No. 34524

DA
Unit
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